
Setting up your NHS Care Identify to allow access to 
eRS from any secure practice computer using the 
Microsoft Authenticator App. 
 

Step 1 – Download the Microsoft Authenticator App 
Follow the link below and follow the instructions to download the authenticator app to your 
smartphone If you already have the app downloaded you can skip this step. 

Microsoft Mobile Phone Authenticator App | Microsoft Security 

 

Step 2 – Login to your NHS Care Identity profile 
This step must be completed using your existing NHS laptop. Login to the VPN in the normal way 
and then follow the link below: 

Care Identity Management start page 

Use your NHS Smart Card to login to your NHS Care Identity Profile. 

 

 

Step 3 – Add a email address to your NHS Care Identity profile 
Once logged in click on ‘View your profile’ 

https://www.microsoft.com/en-gb/security/mobile-authenticator-app
https://am.nhsidentity.spineservices.nhs.uk/openam/XUI/?realm=/nhsidentity/healthcare&authIndexType=service&authIndexValue=AuthDecisionTree&goto=https%3A%2F%2Fam.nhsidentity.spineservices.nhs.uk%3A443%2Fopenam%2Foauth2%2Frealms%2Froot%2Frealms%2FNHSIdentity%2Frealms%2FHealthcare%2Fauthorize%3Fredirect_uri%3Dhttps%3A%2F%2Fmanage-care-identities.care-identity-service2.nhs.uk%2Fauth%2Fcallback%26scope%3Dopenid%2520nhsperson%2520associatedorgs%2520nationalrbacaccess%2520selectedrole%26response_type%3Dcode%26client_id%3D188082352994.apps.national%26state%3DeyJlbnZpcm9ubWVudCI6ICJwcm9kIiwgImhhc2hlZF9zZXNzaW9uX3Rva2VuIjogIjcyODY1MTEzMDQ1NjY2M2EwNGIwYjc0NjYxMDc1ODMyMjc2YjdkNWJiZDRjOTVkYTAwN2Y0MzAzNWJkZWIxNjdlZTM3YjNiNTQ3MWU1MDY4NDJhY2ViMDUxZWNiZjhkNWE0NTA4NGY1ZGNhNWJiNmJkY2Y0NDNhNTk1YmJmOGUxIn0%253D%26nonce%3Dc09a9749-948c-41c9-ae2b-0d2562fe2ea3%26prompt%3D%26acr%3DAAL3_ANY%26acr_sig%3D5Gh2eXP8ou563XYfYc9itFT5cv4Xi3uZJnQ2jyAwjl4#/


 

 

Add an email address to your profile. The email address used does NOT have to be an nhs.net 
email address. Accepted email domains include nhs.net, gov.uk, ac.uk, gmail, hotmail, yahoo, 
live, outlook etc. A full list of accepted email domain names can be found at the link below: 

Care Identity email domain allow list - NHS England Digital 

Once you have added an email address to your profile and saved follow the instructions to verify 
your email address.  

 

Step 4 – Add authenticator app to your NHS Care Identity profile 
Return to the home page of your NHS Care Identity login and select ‘Add other authenticators’ 

 

From the list of possible authenticators, select 'Microsoft Authenticator' and select ‘Continue’. 

https://digital.nhs.uk/services/care-identity-service/applications-and-services/apply-for-care-id/care-identity-email-domain-allow-list


 

You'll now see a screen with instructions on how to register the device. Select the check box and 
'Register Microsoft Authenticator' when you're ready to proceed. 

 



Enter your email address so that the service can send you a one-time password. This must be 
the email address registered to your NHS Care Identity.  

 

Enter the one-time password that has been sent to your email address and select 'Continue'. 

 

You must now create a password for your NHS Care Identity login. Enter a new password into 
both boxes and select 'Continue'. 



 

Open the Microsoft Authenticator app on your smartphone. Use the app to scan the QR code 
shown in Care Identity Management, then select 'Next'. 

 

Your Microsoft Authenticator app (on your smartphone) will show a verification code. Enter this 
code into Care Identity Management. 



 

You'll now see a confirmation message. 

 

 

Step 5 - Logging into eRS using your NHS Care Identity  
From now on you can use your NHS Care Identity email address, password and the 
authenticator app to login to eRS. This can be done from any secure practice computer via the 
web link below: 

https://Ers.nhs.uk/main  

 

 

https://ers.nhs.uk/main

